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l.  Purpose of the: paty
Compnutsbung (“frecescouT lcyesith (1teRewsrotu(rrce silp)rtthat Pl y mo
educational, instructional,-research; andradmiragve activities.of PSU, andthe-use of
these resources is a privilege:extended.tormembers of the (PSU .Community: Through the
privilege to.useResources;ya:memberiof the:.community may have-access:to valuable
PSUools, servicesand sensitive' data. Consequénit is imperative to-behave in a
responsible; reasonable; lethical;:and legal manner.

Thh e cerfAciclecpdia baluE) scdis e enPro dhdr ¢l yem(e*=AUP™) seeks to
Community -have appropriate access'to functional; safe,:and timely, computing

resources. The AUR seeks teyent any misuse; . damage, inappropriate accessto, or

illegal use-of PSU computing resources.

II.  Applicability-and Authority
The /Acceptable Use Palicy applies ta all users of .computing resources owned; managed,
licensedor entrusteditorPS|regardless of\whether the:-user is on.campus oroperating
from a remote loation. Individuals covered by the AUP/include, butrare notdimited to,
PSU Faculty, visiting Faculty, Students; /Alumni;, Staff; guests; agents of the
administration,-external-individuals; and:organizations: that-access PSWU:computing
resources./Access to ande of any’PSU .computing:resources-acknowledges and:accepts
thhiusas AURcnansier we dohputasscoliany caotvch emnmuPSmiccomp ut i n
responsibility: to-keep typo-date with changes inthe.computing environmentiand PSU
computing policies,inchidg the AUP.

Compuing resourcesrinclude; but are not limited to] all PSU owned, licensed, or
managed hardware and software;the PSU telephony-system;and the useof the PSU
wireless-andwired data-network regardless of the ownership of the-device-connected to
it. Computingresources:alsoinclude any and albinformationimaintained intany form,
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and in-any-mediumywithin theruniversity's physical-computing resowcéy license
on other systems

The /AUP: applies to all PSUrowaedl/or licenseccomputing resources;regardless of
the department-orindividual administerg, maintaining:it; orscheduling its«use.

lll. DetailedPolicy-Statement

PSU has provided accessland use-of PSU computing resources to members. of the PSU
Community.with-aeasonable-expectation:of unobstructed-use, however.in turneach
member of the’RSUCommunityr is responsible-for exercising good judgment and
knowing-and following'the-regulations and/policies’ of PSU 'which apply: to theiruse. Just
because:an action is teciually possible does-not mean:-that-the action is appropriate

and permitted. Members of the PSU Community:-must comply with: Federal, State and
local laws; UniversityrandUniversity-System rules, regulations and-policies;and the
terms of applicable contractsincluding:software licenseswhen usingPSU-computing
resources.

Plymouth State University reserves-the right:to -access-and:affect computing resources
to the extentnecessary to.manageand-administer tbgources. This includes direct
access of dataron-PSU's networks, PSU-owned computing resandeiata:stored:in

PSU systems.

Acceptable Use is always @thl, reflects:academic integrity; and:shows:restraintin the
consumption:-of.shared-resources ltrdemonstrates respect for intellectual-property,
ownership-of-data; system:security; andfreedom from-intimidation and harassment.

Guidelines for:Acceptable-Behavior:

1 Usewonly.computing-resources forwhich you have-beentgranted-proper
authorization./Accesscdoes not imply:authorization.
Y Do mnotuse computingresoces to violate:any policy or regulation iof PSU, the
Unviravoesrsisnt ot iyew 1Siypshtree ‘meonio f or iNlerwstaHarmpisshi re  (“ US
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Y Respect the privacy-and property of others.

Y Employ-appropriate istandards of civility:whem.communicating with- other
individuals.

Y Be:sensitiveo/the needs of others,cand use only  your fair-share of computing
resources.

1 Wired andwireless network-services:may notrbe:modified:oritampered with, nor
may theytbe-extendedheyond the limits-provided.

1 Youare ultimately responsible for thuse of yourcredentials(““r-Carie/damdt i al s ”
network connection. This includes youraccount;.computer, network
address/port,-software:and hardware.

Y Youmustmake areasonable effortto protect your passwords:and secure
computingresources against unauthorized use or-access.

Y Thewse of umersity computing resources isrfor PSU related work: Persons are
not permitted to €ngagerin.consulting orrother businessiventures:using PSU
computingresources for-personal gainor other.commerciab purposes.

Y Do mnotattemptitocircumvent any-security-measur

Y Theffollowing-ativities are specifically prohibited: disclosing your password to
oteh esrnsspmes kN goassvorme b o-dcy:: terbisael’sii passwor d
Resourcesi forging messages; cracking passwords,and systems; sending:harassing
or threateningrmessages; the 'sending afuthorized-anonymous messages;
misrepresentation ofidentity;'the:sending of bulk-unsolicited:messages;
phishing;entering, without-authorization, into any-account to-use; read; transfer
or change the contents in-any-way; system:attacks; denial of .services; and other
malicious uses ‘of Resources;-altering system:software-and/or-hardware; and
using‘Resources to interfere with:the normal-operation of.computing-systems
and connected networks.

IV. Non-compliance
Plymouth State University.considers violation 'of the"AUP-to be a serious offense, and
may lead: tadisciplinary-action:and/or:criminal prosecution. in accordance with
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established’PSU practices; policies and procedures, confirmation-of unexcused
inappropriate use of RSU computing resources may result in termination of-access,
expulsion from the Universi, termination of employment,legal-action; and/or-other
disciplinary-measures.

Plymouth-State University reserves-the right to-take @actions to:investigate and examine
potential violations-of the: AUP, and to-protect.-computing-resources from systems and
eventsithatithreat® or impact-operations: Plymouth State University-reserves the right
to access; monitor; anaport the contents -and-activity toehe proper-authorities.

V. Definitions

PSU Plymouth State University

Resources Computingand telecommunicationequipment(including.computers,
tablets and-cellphoneskoftware -and services maintained oncontracted
by Plymouth-State University orithe University (System-of New Hanepsh

AUP Acceptable UsePolicy

USNH University-System of New-Hampshire

Credentials Usernameppasswords|'PINnumbers; copy-codes:and-access codes

VI. RelatedrPolicies/References far Moréinformation

Y Wreitiitoerntod sncfrio pramact (ivosn’) Security Protocol
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